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Introduction
A penetration test or a pen test is an enthused cyber-attack against the computer system in order to check weaknesses and vulnerabilities. Some of the insights provided after conducting the penetration test may be fundamental in improving security and detecting possible vulnerabilities. Additionally, penetration users are expected to attack computer systems to assess security details, but with avoidance of acting unethically. According to Shinde & Ardhapurkar (2016), penetration tests can be crucial since they enable computer users to know whether their computer systems can protect risks. Through this, the results are used to better the system’s security hence enabling the protection of further attacks. Ethical hackers and penetration testers should act basing their actions on the ethical conduct in order to allow them to review the consequences that range from different parameters. The importance of ethics, impact of unethical behaviour for the cyber security industry and ethical aspects of preventing fear, uncertainty, and doubt (FUD) will be extensively reviewed. 
The Importance of Ethics in Cyber-Security Industry
Ethics are important during the conduct of penetration testing. In this regards, ethics act as fundamental guidelines hence ensuring that ethical hackers and penetration testers do not violate other people’s autonomy. One importance of ethics is to avoid fraud and its related forms (Tetrick et al., 2016). Fraud as a result of computers is increasing on a daily basis because of the advanced technologies. However, penetration testers exceed their roles thus going extra miles in order to evaluate crucial information in the computer systems. As such, incidences of fraud cost both small and large businesses thus affecting their operations as well as their productivity. Fraud as a result of aggressive penetration tests come using different forms depending on the motives of the penetration testers. In most of the situations, penetration testers tend to block, steal and alter information hence affecting the computer system. Fraud and its forms can be prevented through emphasizing on the importance of ethics (Li et al., 2018). Through ethics, it is easier for penetration testers to evaluate the vulnerabilities of the computer systems without engaging in fraud or hacking.
Again, ethics are critical in ensuring confidentiality and privacy. Information in the computer systems is usually important since it may contain financial, proprietary or personal information. This explains the importance of recognizing of ethics related to penetration testing and ethical hacking. According to Singh & Singh (2017), penetration testers should not go past the limits set by their clients as a way of maintaining confidentiality. Ethical hackers and penetration hackers may find it very easy to have access past the targeted areas that the client has not signed for. Ethics are important because they ensure that penetration tests and ethical hackers stay within the limited areas of the computer system which is stipulated in the agreement. Moreover, ethics reduce the rate of sensitive information from being shared to third parties outside the range of the business or the workplace. As such, ethics should instil the ethical hacker with trust and reliability in order to be in a position to maintain high levels of information confidentiality. 
The Impact of Unethical Behaviour for the Cyber Security Industry
The cyber security industry is greatly affected from unethical behaviours from aggressive hackers and penetration testers. This is a great concern because the cyber security industry is very important as far as data and information is concerned. One impact which may be attributed to unethical behaviour for the cyber security industry is the loss and violation of organizational integrity (Shinde & Ardhapurkar, 2016). Workplaces such as schools and companies among others that have an opportunity to use the internet are likely to recognize the importance of the cyber security industry. Ethical hackers are expected to accommodate and practice the policies that govern the workplaces they are evaluating attacks and vulnerabilities. Failure to respect the ethics may lead to breaching of security as well as the loss of critical information in the process. This may lead to the particular working place loosing profits, customers and crucial information to its competitors. It is fundamental for ethical hackers to avoid unethical behaviours in the entire cyber industry during the assessment of possible attacks and vulnerabilities. Through this, organizations will be in a position to protect profound data through taking precautions of strategies and initiatives suggested by penetration testers and ethical hackers.
Again, the credibility of the cyber security is compromised as a result of unethical behaviours. The cyber security is critical since it is responsible of new and advanced innovations in technology. The public also recognizes the importance of the cyber security industry especially because social networks are readily available for communication and interaction. Unethical behaviours are likely to change the public image hence resulting to the company losing credibility. In addition, consumer confidence is lost, which may be a serious threat to the industry. It is beneficial that ethical hackers working to assess and gage computer systems to maintain the industry’s credibility through maintain and basing their actions on ethical behaviours. 
Attacks are also propelled through engaging in unethical behaviours in the cyber security industry. Penetration testing is becoming a broadly recognized feature of safety and security. Many companies and organizations are relying on penetration testing since it is a reliable way of testing and protecting their systems to avoid the possibilities of attacks. On the same note, more than one third of all the organizations at global level have accommodated the importance of penetration testing in their daily activities. However, hackers have taken advantage of this hence violating cyber security ethics (Singh & Singh, 2017). These have fuelled the possibility of attacks in computer systems hence resulting to data breaching. Industries tend to lose crucial information thus compromising the departments of finance. The impact of this is to significantly subject the particular industries to less incomes and possible loss of the public’s image. Ethical behaviours should be incorporated in the cyber security industry in order to reduce the extent of attacks in computer systems. Through this, penetration testing will be recognized as an activity that may serve organizations and companies with insights to maintain rigid security strategies. 
The Ethical Aspects of Preventing Fear, Uncertainty, and Doubt (FUD)
Fear, Uncertainty, and Doubt (FUD) are critical cyber security tools which act as motivators which are used by computer systems providers in order to solve security issues. In other words, it involves all the strategies that aim at making customers on a certain organization insecure on future products and services plans with the intention of discouraging them from accommodating the competitor’s services and products. In addition, companies and organizations have considered using this strategy as a way of improving security. According to Li et al. (2018), one ethical aspect of preventing fear, uncertainty, and doubt is deception. Deception can be defined as the act of manipulating information with the aim of achieving something. 
The cyber security industries are likely to deceive their customers over fears against their rivals and competitors as a way to reduce competition. The particular organization may give bias and wrong information regarding the services and products of other companies or organizations to discourage them from purchasing products. This behaviour is unethical since it tends to influence with the decision of the customer or the client. Therefore, this ethical aspect should be solved through equipping with reliable and clear information regarding certain products and services. Moreover, Fear, Uncertainty, and Doubt (FUD) strategies should not be used with a lot of aggressiveness in order to maintain ethics in the cyber security industry (Singh & Singh, 2017).
Another ethical aspect of preventing fear, uncertainty, and doubt (FUD) is confidentiality and security. Both confidentiality and security are important aspects in the cyber security industry. According to Shinde & Ardhapurkar (2016), clients are likely to increase their levels of trust as long as their privacy will be far away from hackers. The competitor’s information is likely to be accessed by their rival organizations without prior permit. The aim of this kind of move is to gather information which may be critical in determining how they operate and approach certain issues. This is followed by coming up with strategies that manipulate customers thus interfering with their decisions. As such, this is ethically wrong since confidentiality is interfered with hence causing ethical concerns.
Conclusion.
As mentioned, the importance of ethics, impact of unethical behaviour for the cyber security industry and ethical aspects of preventing fear, uncertainty, and doubt (FUD) explain the significance of ethics in the industry. Ethical hacking and penetration testing continue to attract different perceptions in cyber security industry. These strategies are accompanied by ethics since they attempt to reduce aggressiveness of hackers. A model of ethical dimensions and dilemmas should be adopted as a way of promoting confidentiality, security and the avoidance of deception for clients. The use of language should also be considered in the attempt to improve ethics in the industry. Deceptive language should be avoided since it is likely to manipulate and interfere with the decisions of clients. 
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